
AGILITI HIPAA SECURITY STANDARDS

AUTHENTICATION AND ENCRYPTION OF PASSWORDS
MyAgiliti is a secured website (https) and uses Secure Socket Layer 
(SSL) for authentication to the system. The standards used for 
authentication and encryption are:

•	 Access to MyAgiliti is controlled via Lotus Domino LDAP

•	 Password requirements are 8 characters and cannot duplicate 
the previous 12 passwords

•	 Password expiration requirements are determined by each 
facility’s Administrator

•	 Passwords use Domino Encryption

ENCRYPTION OF PHI:
PHI is encrypted during the transmission of information between our 
customer and Agiliti, and then within the backend systems at Agiliti. 
Access to PHI on the backend systems is logged, and access to 
backend systems is allowed only by authentication and within Agiliti’s 
firewall. PHI is then encrypted on all system backups and stored  
off-site in a private cloud environment.

To learn more about Agiliti’s equipment and service offerings,  
contact your Agiliti Representative, visit www.agilitihealth.com  
or call 800.847.7368. 
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